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Introduction

RSA is a very popular public key cryptosystem. This algorithm is known to be secure,
but this fact relies on the difficulty of factoring large numbers.
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Introduction

RSA is a very popular public key cryptosystem. This algorithm is known to be secure,
but this fact relies on the difficulty of factoring large numbers.

GNFS is the fastest known method for factoring large given integer N, where large is
generally mean over 110 digits.
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Introduction e § What Is The Idea?

What Is The Idea?

The "difference of squares” method relies upon that if integers x and y are such that
x # +y (mod N) and x? = y? (mod N).
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Introduction e § What Is The Idea?

What Is The Idea?

The "difference of squares” method relies upon that if integers x and y are such that
x # +y (mod N) and x? = y? (mod N).

Then ged(x — y, N) and gcd(x + y, N) are non-trivial factors of N.
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Introduction e § Historical Background

Historical Background

Dixon's Algorithm
Quadratic Sieve (QS)
Special Number Field Sieve (SNFS)

On April 10, 1996, GNFS was used to factorize RSA130.
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Quadratic Sieve e § Smooth Numbers

Smooth Numbers

m Factor Base (F) — A set of prime numbers.
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Quadratic Sieve e § Smooth Numbers

Smooth Numbers

m Factor Base (F) — A set of prime numbers.
m k is smooth — All primes dividing k are in F.

m k is B-smooth — All primes dividing k are less than B.
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Quadratic Sieve e § Smoothness Bound & Smooth Integers

Smoothness Bound & Smooth Integers

m Choose a smoothness bound B.

m Select a range.

m Sieve to locate 7(B) + 1 numbers a; such that b; = (a? (mod N)) is B-smooth.

Let N = 227179 and B = 25. (v/N ~ 476)

x  x? (mod N) Factorization Smooth?
470 —6279 —3x7x13x23 Yes
473 —3450 —2x3x5%2%x23 Yes
476 —603 —32 x 67 No
477 350 2x52x7 Yes
482 5145 3x5x73 Yes
493 15870 2 x 3 x5 x 232 Yes
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Quadratic Sieve e § Smoothness Bound & Smooth Integers

(477 x 482 x 493)? = 4772 x 4822 x 4932
=(2x5%x7)(3x5x7%)(2x3x5x23%)
=22 x 32 x 5% x 7% x 23°
= (2x3x5%x72%x23)% (mod 227179)

And also:

477 x 482 x 493 = 212460 (mod 227179)
2 x 3 x5%%x7%x23=169050 (mod 227179)

Finally:

gcd(227179, 212460 + 169050) = 157

227179 = 157 x 1447
gcd (227179, 212460 — 169050) = 1447
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Quadratic Sieve e § Finding Square

Finding Square

For each number construct the vector (X_17 X2, X3, X5, X7, X11, X13, X17, X190, X23) where x,
is exponent of p parity (and x_1 = 1 if x> — N < 0 and is 0 if x> — N > 0).

x  x2 (mod N) Factorization Vector

470 —6279 —3x7x13%x23 (1,0,1,0,1,0,1,0,0,1)
473 —3450 —-2x3x52x23 (1,1,1,0,0,0,0,0,0, 1)
477 350 2x52x7 (0,1,0,0,1,0,0,0,0,0)
482 5145 3x5x73 (0,0,1,1,1,0,0, 0, 0, 0)
493 15870 2x3x5%x23  (0,1,1,1,0,0,0,0,0,0)

Try to solve M7 x = 0 and then split .
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The GNFS Algorithm e § Generalizing The QS

Generalizing The QS

Suppose a ring R and a ring homomorphism ¢ : R — Z/NZ exist. If € R with
#(B%) = y? (mod N) and x := ¢(8) (mod N) then:

x> = ¢(B)* = ¢(B%) = y* (mod N)
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The GNFS Algorithm e § Fields And Roots of Irreducible Polynomials

Fields And Roots of Irreducible Polynomials

Suppose a monic, irreducible polynomial f(x) of degree d with rational
coefficients and a root ¢ € C of f(x), is known.

Then for the associated ring Q(), the following hold:

m Q(0) =2 Q[x]/({f(x)) and it is a field.

m The set {1,0,60%,---,0971} forms a basis for Q(6) as a vector space over Q.
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The GNFS Algorithm e § Rings of Algebraic Integers

Rings of Algebraic Integers

B « € Cis called an algebraic integer if it is the root of a monic polynomial with
integer coefficients.

m The set of all algebraic integers in Q(6), denoted O, forms a subring of the field
Q(0).

m The set of all Z-linear combinations of the elements {1,6,62,--- ,Qd_l}, denoted
Z[0].
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The GNFS Algorithm e § Producing a Difference of Squares

Producing a Difference of Squares

If m e Z/NZ for which f(m) =0 (mod N), the mapping ¢ : Z[0] — Z/NZ with
#(1) =1 and ¢(6) = m is a surjective ring homomorphism.

H (a+b9)zﬁ2 , H (a—kbm):y2

(a,b)eU (a,b)eU

with B € Z[0] , y € Z and ¢(3) = x € Z/NZ then we have:

=08 =o(B) =¢( [[ (a+b9))

(a,p)eU
= H #(a+ bf) = H (a+bm)=y? (mod N)
(a,p)eU (a,b)eU
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The GNFS Algorithm e § Smoothness And The Algebraic Factor Base

Smoothness And The Algebraic Factor Base

m It seams we can use irreducible elements of the ring Z[f] in the factor base.
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The GNFS Algorithm e § Smoothness And The Algebraic Factor Base

Smoothness And The Algebraic Factor Base

m It seams we can use irreducible elements of the ring Z[f] in the factor base.
m But Z[#] may not be a UFD.

m We can go around this problem by considering ideals of Z[0] of a special form

The high-level idea then is to choose a set | of prime ideals of O, which will use as
algebraic factor base.
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The GNFS Algorithm e § Smoothness And The Algebraic Factor Base

Proposition:

There are exactly d ring monomorphisms from the field Q(#) into the field C. These
embeddings are given by 0;(Q) = Q and ¢;(0) = 0; for 1 < i < d, assuming f(x) split
over C as:

f(x)=(x—601)(x—602) - (x—6g)

| \

Definition:
Given an element o € Q(0), the norm of the element «, denoted by N(«), is defined as

N(a) = o1(a)oz(a) - - - oq()

\

N(a + b@) = 01(3 + b9)02(a + bH) cee ad(a + b9)
= (a + le)(a + b@z) s (a + b9d)
= (=b)¥(ab™t — 1) (ab™t — 0y)--- (ab ! — 04) = (—b)f(ab™ 1)
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The GNFS Algorithm e § Smoothness And The Algebraic Factor Base

Given a ring R, and an ideal J of R, the N(J) is defined to be [R : J], the number of
cosets of J in R.

Definition:

| \

A first-degree prime ideal p of a Dedekind domain © is a prime ideal of © such that
N(p) = p for some prime integer p.

\

Proposition:

The set of pairs (r, p) where p is a prime integer and r € Z/pZ with f(r) =0 (mod p)
is in bijective correspondence with the set of all first-degree prime ideals of Z[6)].
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The GNFS Algorithm e § Smoothness And The Algebraic Factor Base

m It can be proved that the only prime ideals of Z[f] occurring in the ideal
factorization of a principal ideal of the form (a+ bf) for coprime integers a and b
are the first-degree prime ideals of Z[6)].
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The GNFS Algorithm e § Smoothness And The Algebraic Factor Base

m It can be proved that the only prime ideals of Z[f] occurring in the ideal
factorization of a principal ideal of the form (a+ bf) for coprime integers a and b
are the first-degree prime ideals of Z[6)].

m And even more important first-degree prime ideal (r, p) occuring in the ideal
factorization of (a + b#) if and only if a = —br (mod p).
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The GNFS Algorithm e § Smoothness And The Algebraic Factor Base

m It can be proved that the only prime ideals of Z[f] occurring in the ideal
factorization of a principal ideal of the form (a+ bf) for coprime integers a and b
are the first-degree prime ideals of Z[6)].

m And even more important first-degree prime ideal (r, p) occuring in the ideal
factorization of (a + b#) if and only if a = —br (mod p).

m The algebraic factor base consists of pairs of all (r,p) corresponding to a
first-degree prime ideal with p less than some integer B'.

m And we say (a+ bf) is smooth if the norm of the ideal is smooth.
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The GNFS Algorithm e § Some Obstructions

Some Obstructions

The ideal [](, pyey(a+ bO)O of O may not be the square of an ideal.

m Even if it is equal to J° for some ideal J of O the ideal J need not be principal.

Even if [], pcy(a+b0)O = 429 it is not necessary that [1(sp)cula+bd) = ¥2.

Even if [[(, pyeu(a+ b0) = 72, we need not have v € Z[)].
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The GNFS Algorithm e § Some Obstructions

Some Obstructions

The ideal [](, pyey(a+ bO)O of O may not be the square of an ideal.

m Even if it is equal to J° for some ideal J of O the ideal J need not be principal.

Even if [], pcy(a+b0)O = 429 it is not necessary that [1(sp)cula+bd) = ¥2.

Even if [[(, pyeu(a+ b0) = 72, we need not have v € Z[)].

o If I, peula+ bb) = 72 with v € Q(0), then v € O and ~f'(0) € Z[9].
o f'(0)I1(speul(a+ bb) is the square of an element of Z[6].
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The GNFS Algorithm e § Quadratic Characters

Quadratic Characters

Proposition:

Let U be a set of (a, b) such that [, ,)cy(a+ bb) = a? for some a € Q(f). Given a
first-degree prime ideal (s, q) that does not divide (a + bf) for any pair (a, b) and for

which f'(s) # 0 (mod q), it follows that:

H (a—i-bs):1

(a,p)eU q9

18 / 28
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Finding a Polynomial

Choosing odd degree d for the polynomial.
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Finding a Polynomial
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Set m = LN%J.
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Finding a Polynomial

Choosing odd degree d for the polynomial.
Set m = LN%J.

Consider the base-m form of N:

N=m+ag_imf=t +. ...+ aym+ ag
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Finding a Polynomial

Choosing odd degree d for the polynomial.
Set m = LN%J.

Consider the base-m form of N:
N=m+ag_imf=t +. ...+ aym+ ag
Construct the function

f(x) =x9+ag_1x? 1+ +aix + ag
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Filling in The Details o § Finding a Polynomial

m f(m)=0 (mod N).
m f(x) is monic.

m f(x) has integer coefficients.

It may be reducible. But it likely leads to splitting N. Since if we have
f(x) = g(x)h(x) then N = f(m) = g(m)h(m) which is a non-trivial factorization
fN.

of N
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Filling in The Details o § Finding First-Degree Prime Ideals of Z[0]

Finding First-Degree Prime ldeals of Z[0]

Proposition:

When consider as a polynomial in (Z/pZ)[x], the polynomial xP — x factor as
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Filling in The Details o § Finding First-Degree Prime Ideals of Z[0]

To strip out of f(x) any quadratic or higher degree polynomial that occurs in its
canonical factorization into irreducibles, let g(x) = gcd(f(x), xP — x).

Now let b be any random integer with 0 < b < p.

g(x — b)|xP —x = x(xP71 — 1) = X(X(p—l)/Z B 1)(x(p_1)/2 +1).
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Filling in The Details e § Sieving

Sieving

m Fix a value for b and then scan the values within a range u < a < u for values of
a + bm that are smooth.

m let p be a fixed prime.
pla+bm < a+bm=0 (modp) < a=—-bm (mod p)

m We can speed up sieving by using approximate logarithm.
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Filling in The Details o § Solving The Equation

Solving The Equation

We are looking for vector x which satisfy M7 x = 0.

Since M is sparse we can use special algorithms like Lanczos's or Wiedemann's
algorithms.
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Filling in The Details ® § Computing ¢(3) When 82 € Z[6] Is Known

Computing ¢(3) When 32 € Z[0] Is Known

m Fortunately there is a estimation for size of ¢(J3).
m We can find ¢(3) in all Fp,.
m We can use the Chinese Remainder theorem to find ¢(53) in Z/NZ.
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Filling in The Details ® § Computing ¢(3) When 82 € Z[6] Is Known

Computing ¢(3) When 2 € Z[0] Is Known

m Fortunately there is a estimation for size of ¢(J3).
m We can find ¢(3) in all Fp,.
m We can use the Chinese Remainder theorem to find ¢(53) in Z/NZ.

Let f(x) be a monic, irreducible polynomial of odd degree d with integer coefficients.
Then for any a € Q[f] it follows that N(—a) = —N(«).

The norm of an element « in the finite field Fq with g = p? may be computed as

\,
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Filling in The Details e § Computing Square Root of § in F 4

Computing Square Root of ¢ in I,

Assume p9 — 1 = 2"s where s is odd, the idea is to produce a sequence of elements \;
and wj; in Ide such that w,-z = \;d, with the order o041 of Aj41 strictly less than the

order o; of \;.
If n is quadratic non-residue in F*, then:
p

Let \g = 0° and wg = 6(sT1)/2

Aix1 = Ain®2"" which m is the order of \;.
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Filling in The Details o § Complexity

Complexity

The basic cost of the algorithm is u?+°(1) 4 2+o(1) 35 N tends to infinity.
By trying to minimize this expression we got:

Iny & Inu~ (&)3(In N)3(InIn N)3

And:

W=

1 1 2
y2to(1) +y2+o(1) ~ e(%)z(m N)3(IninN)3 _ LN[%,(%))

]
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